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Who is Aglytica”
* Independent Data As A Service
(DaaS)/Software as a Service (SaaS) provider

« Specialising in Agricultural Financial
and Operational data

e 100% Australian Owned
« 100% Australian Hosted
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Cyber Security...

| DON'T ALWAYS THINKABGUE
CYBERSECURITY= 5

i

Username : admin
Password : admin

BUT WHEN 100, ITSUSUALLY TOD LATES. )

admin:password

A shift to the front of your mind!
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What we will cover

 Typical types of Cyber Fraud/Attack

* What to look for?
« What preventative measures can | take?

 What do | do if | feel | may have been compromised?
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Phishing / Spear Phishing

Cybercriminals send emails or messages to employees pretending to be a trusted entity, such as a supplier

or a company executive. The goal is to trick the recipient into revealing sensitive information like login
credentials, which can then be used to commit fraud. The emails may contain links to bogus websites that

mirror legitimate ones, tricking the recipient into inputting their details.

Spear Phishing is a more targeted version of phishing. Scammers research their victims extensively,
customizing their approach to increase the likelihood of success. They may impersonate a senior executive
or supplier and request urgent payment for an invoice, taking advantage of the trust and authority associated

with these identities.
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Fake Invoice Fraud \

Fake Invoice Fraud: Scammers send a fake invoice that looks like it's

from a legitimate supplier. The invoice may contain details of a 'past
due' payment or may appear as a regular invoice for goods or

services your company didn't order.
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Invoice Redirection

Invoice Redirection Fraud: Scammers pose as regular suppliers and request that
future payments are made to a new bank account, usually under the pretense of
auditing or switching accounts. They may use compromised email accounts,

spoofed emails, or even mailed letters for this request.

v Implement rigorous verification processes for invoices (especially those that include new payment details)

v"Maintain good relationships with suppliers to facilitate verification
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Business Email Compromise (BEC)

Business Email Compromise (BEC): In this scheme, fraudsters gain
access to or spoof a business executive's email account and send
messages to the finance team or suppliers, requesting changes to

payment details or urgent payment of an invoice.

il =yt .

Compromised Recipients transfer Cybercriminal
employee account is payments to receives money
used 10 request cybercriminal’'s
payment account

Domain Spoofing Attack
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Ransomware and Malware

Ransomware and Malware: If a scammer can infect your systems with
ransomware or other types of malware, they can lock you out of your
systems until a ransom is paid or steal sensitive data for fraudulent

purposes.

RANSOMWARE SPYWARE ADWARE
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What to look for? \

Unexpected emails from Suppliers

Slight changes to email address from known sources

g.briggs@aglytica.com / gbriggs@aglytica.com / gbriggs@aglytica.com.au / gbriggs@agltyica.com

Anyone making inbound calls and asking you for information or details of your

business to “update” their records

Sudden requests from suppliers to change bank account details §
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Preventative Measures \

« Ifin doubt hang up and call back!

Call a known relationship inside a business and confirm any changes

Never divulge sensitive details to an inbound caller, even if you know the voice

Regularly turn off all devices

Use Anti-Virus Software and keep it in date!!
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Passphrases

TIME IT TAKES TO HACK YOUR PASSWORD

 Use passphrases not passwords mper

(Thl!s_is_an-example-0f a_passphrase2023!)
e Change Passphrases Often
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NOW | HAVETO RENAME MY, DOG!
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If you feel you have been compromised

« Call your banker as soon as you can
« Change Passphrases immediately
* Restart all devices

« Contact Australian Signals Directorate
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Report a cybercrime, incident or vulnerability
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CashPeek

A BETTER WAY TO BUDGET

Budget and CashFlow Forecasting designed for Agriculture
Interfaced with Xero, development commenced with MYOB
Simple Budget Set Up

Quick Master Budget Copy for Scenario Planning
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CashPeek

A BETTER WAY TO BUDGET

Demonstration
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ThankYbu

Glenn Briggs
0438 976 910
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> gbriggs@aglytica.com
@&

www.aglytica.com
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